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Summary

The Practitioners' Guide for 2025 has set some new requirements in respect of parish
councils' information technology provision. The council needs to consider these and make
a decision as to whether or not to make the changes necessary to meet them.

Background

The Practitioners' Guide is produced by the Smaller Authorities' Proper Practices Panel
(SAPPP), formerly called the Joint Panel on Accountability and Governance (JPAG), and is
usually published annually. It sets out proper and best practices for parish councils in
relation to governance and accounting and is the basis on which such councils must
prepare the Annual Governance and Accountability Review — the AGAR.

The Guide has statutory authority to set the proper practices to be followed by parish
councils in respect of accounting: this derives from provisions made in The Authorities
(Capital Finance and Accounting) (England) Regulations 2003 s.31. It also contains
recommended practices and guidance, commonly referred to as 'best practice’, that parish
councils should consider and, where appropriate, follow in respect both of accounting and
governance.

A new assertion, Assertion 10, has been added to the AGAR for 2025/26 covering Digital
and Data Compliance. It pulls together, under a single heading, governance matters that
were previously being addressed under other assertions. It has also added two new and
significant requirements:

= that an authority have a generic email account hosted on an authority owned
domain, for example clerk@abcparishcouncil.gov.uk or
clerk@abcparishcouncil.org.uk rather than abcparishclerk@gmail.com or
abcparishclerk@outlook.com;

= that an authority must also have an IT policy. This explains how everyone - clerks,
members and other staff - should conduct authority business in a secure and legal
way when using IT equipment and software. This relates to the use of authority-
owned and personal equipment.

The new requirements are asserted in the Guide as being proper practices — that is,
mandatory requirements that carry statutory force. Since, however, neither of these new
requirements relates to accounting practices, the Guide does not, in fact, have the statutory
authority to introduce them as anything other than best practices. However, in order to
answer Assertion 10 in the 2025/25 AGAR affirmatively, parish councils will still need to
show that they have given due consideration to the new requirements.

The Current Situation

A number of reasons have been advanced by NALC, SLCC and other bodies advocating
the move to a general email account hosted on an authority-owned domain. These include:

* acouncil-branded address (especially on a gov.uk/org.uk domain) presents a clear,
official channel for the public and other organisations and reduces confusion about
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who is speaking on the council’s behalf;

* using an authority-owned address keeps council data on systems the council
controls.

The new AGAR requirement does not explicitly require councillors to have and use council-
owned email accounts on such a domain. However, this is recognised as best practice
and, where adopted, brings the following additional benefits:

= a generic council address stays with the council when councillors change; it
prevents loss of historic emails and ensures correspondence can be retrieved for
audits or FOI/SARs;

= keeping council business off personal accounts reduces GDPR breaches, risk of
inadvertent disclosure, and difficulties with document discovery when matters
become contested.

At present, Llanfair Waterdine Parish Council uses an email service hosted by a company
called 1&1 Mail & Media GmbH, based in Germany. The domain name is gmx.co.uk. The
service is entirely free and is funded by revenues derived from commercial adverts that are
posted to users' email inboxes. This arrangement does not meet the new requirement. We
also do not operate a policy whereby councillors must use a council-owned email account
for council business.

A number of reasons have been advanced by NALC, SLCC and other bodies advocating
the adoption of an IT Policy by all parish councils. These include:

= councils must ensure personal data is processed lawfully and securely in line with
GDPR and the Data Protection Act 2018, Having an IT Policy shows that
reasonable organisational and technical measures are in place;

= a written IT policy covers matters such as device and password management, anti-
virus measures and updates, backup routines, use of council-owned accounts (not
personal ones), managing and enforcing access rights and incident reporting. By
having an IT Policy, a council shows that it is taking reasonable steps to manage
risks to electronic data.

Llanfair Waterdine does not have an IT Policy. Given the size of the council, and the facts
that the only IT equipment is the Clerk's laptop and that there is a policy of the council not
holding any personal data, having an IT Policy has not been seen to date as being
warranted.

5. Implications of Meeting the New Requirements

There would be costs associated with moving the Council to using an authority-owned
domain for its email service. The simplest option would be to move hosting of the Council's
email service to the current website provider, Hugo Fox, and to secure a .gov.uk domain
name. Hugo Fox will provide the domain name free of charge. Their charge for a 1-user
package is currently £2.49 (exc VAT) per month (£29.88 p.a.): this would allow the Council
to meet the minimum requirement stated in the Practitioners’ Guide. If all councillors were
to be given council email addresses, the charge would be £17.49 (exc. VAT) per month
(£209.88 p.a.). Changing the email address would also require some one-off administrative
work in terms of changing the council's contact details with other authorities and third
parties before shutting down the current GMX email.

In terms of putting in place an IT Policy, there are basic templates that have been produced
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for small councils that could be used with a few small amendments. The policy would then
need to be reviewed every couple of years or when any major changes were made to the
Council's IT provision or to legislation.

6. Risk Assessment

(a) The council decides not to meet the new requirements in respect of AGAR
Assertion 10.

The Practitioners' Guide can set mandatory accounting practices but the law does not
state that it can set mandatory proper practices in respect of matters of governance,
such as email domains and IT policy. The SAPPP appears not to be accepting this
limitation to its authority (the matter would need to be proved in court) and has been
briefing External and Internal Auditors to the effect that these two requirements must be
met if a council is to answer “Yes” to the new AGAR Assertion 10.

External Auditors must take their own view on such matters and, as part of this, should
be examining the legislative basis for any advice they have received from SAPPP.
Internal Auditors tend to work on the basis of what they have been told in training
courses — although the more diligent ones will be aware of the controversy surrounding
the matter and will have looked at the legislation. However, there is a risk that an
auditor may raise a query against any failure by a council to meet the new
requirements.

Llanfair Waterdine Parish Council is exempt from external audit. Any challenge would,
therefore, come from its Internal Auditor. An Internal Auditor has no authority to compel
a council to do anything nor can they make additional charges to resolve a matter in
dispute: their power is limited to commenting on any issues of concern and, if they are
unconvinced by the council's response, ticking the “No” box in their part of the AGAR.
Should this happen, since statute does not support mandatory imposition of governance
practices by the Practitioners' Guide, the Council has a reasonable defence which can
be documented in its response to the Internal Audit Report.

There is a small chance that the Council could be chosen for the sample, taken at
random nationally, of small councils which, although normally exempt, are to be
included in an external audit. External Auditors can, if they consider that a matter is
serious, qualify an authority's accounts or, in extreme cases, raised a Public Interest
Report which must be debated in council and to which a formal response must be
published. External Auditors can also seek reimbursement of additional costs in the
event of having to handle a disputed matter. Should this happen, as with the Internal
Auditor, the Council has a reasonable defence which it can offer but, notwithstanding,
the debate might result in additional costs.

Risks: public difference of views between Auditors and the Council on the AGAR;
potential additional costs.

Mitigations: Council has reasonable defence in law for not adopting the new
requirements and incurring the additional costs associated with them.

(b) Council decides to adopt its own generic email account hosted on an authority-
owned domain

Transfer of email accounts to new domains is a well-understood process and it is

unlikely that any data would be lost. However, ensuring that correspondents
(particularly previous correspondents) are aware of the Council's new email address is
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less foolproof and there is a risk that essential correspondence might be misdirected, at
least for a period. The current email box could be kept active for a period of, say, 6
months and monitored for essential correspondence. This would incur additional
administrative effort and costs but not additional IT costs since the current email service
is free.

If the decision is also made to require councillors to use authority-owned domain email
accounts for all Council business, councillors will need training in the use of the new
email service and will need to ensure that they monitor their Council email accounts
regularly. There is a risk that councillors will not do this, leading to breakdowns in
communication. This could be offset in the short term by the Clerk sending notifications
to councillors' personal email accounts that there is correspondence requiring their
attention in their Council email account. This will create additional administrative effort
and costs and is not a sustainable option in the medium to long term.

Risks: loss of correspondence; additional administrative effort and costs

Mitigations: keep current email service active for a transition period; send reminders
to personal email accounts
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